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 Background: Various intrusion detection systems (IDS) have been proposed to resolve 

this issue; however, performance becomes a major constraint. While improving 

detection and diminishing the false alarm rates, performance accelerates in IDS. Based 
on this, Principal Component Analysis (PCA) approaches employed newly to project 

features space to principal feature space and equivalent to the highest eigenvalue, it 

chooses the features. However, these selected features may not have the optimal 
sensitivity due as they ignore many sensitive features. Objective: Developing an 

anomaly network intrusion detection system based on Principal Component Analysis 

and Genetic Algorithm feature selection process and applying modified artificial bee 
colony (mABC) to optimize the Multiple Correlation based Kernel Extreme Learning 

Machine (MCKELM). Results: Highest detection rate and requiring much less 

computational cost and its performance is superior to existing methods. Conclusion: 
MCKELM possibly improves the accuracy and speed of the intrusion detection. In this 

paper, we propose a multiple kernel extension for the extreme learning machine to 

allow it to better handle kernel tuning and heterogeneous data source integration. 
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INTRODUCTION 

 

 The In recent days, with the huge growth in network-based computer services and applications, 

implementation of suitable security procedures has been carried out to protect as opposed to the computer and 

network intrusions, which is an important issue that needs to be investigated in a network computing 

environment. The malicious activities such as intrusion into a computer and other attacks on the network system 

threaten the computer networks through conciliation protection inherent in confidentiality, accessibility or 

reliability of the system. (Bace and Mell, 2001) introduced an intrusion detection system (IDS) which observed 

events occurring in a computer system or network and considered them as the symbols of intrusions.  

 A set of single-purpose sensors or host computers located at diverse points in a network were often referred 

to as the network-based IDS (NIDS). This unit exposes attacks to a fundamental management console by first 

observing network traffic and then by performing a local investigation about the traffic. In day to day life the 

internet has become an essential and unavoidable part that needs to be accepted. The recent internet based 

information processing systems are prone to diverse types of threats that cause different kinds of harms follow-

on insignificant victims. As a result the significance of information security is developing rapidly. The vital goal 

of information security is to develop suspicious information systems that should be protected from illegal right 

of entry, use, discovery, interruption, adaptation, or damage. Likewise, risks minimized by information security 

system have to meet three main security goals such as confidentiality, integrity, and availability. Earlier, several 

systems have been implemented that discover and deny the Internet-based attacks. 

 Among systems the most significant are intrusion detection systems (IDS), which effectively refuse to 

accept external attacks. In addition, IDSs present a wall of protection that overcomes the attack of computer 

systems on the Internet. IDS can be used to discover various types of attacks on network communications and 

computer system. The main attempt in IDS is in accordance to legal user’s activities when the intruders were 

determined as per behavior which mismatched with the legal user’s behavior which has been discussed by (Bace 

and Mell, 2001). In general, IDSs are mostly categorized as anomaly and misuse detection systems according to 
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their recognition advances that have been discussed by (Rhodes et al. 2000). Anomaly intrusion detection 

discovers the intrusion when there is a deviation from the recognized standard usage patterns.  

 Alternatively, the violations of permissions can be detected efficiently using misuse detection systems. 

Through the use of intelligent agents and classification techniques IDS have been developed. Many of the IDS 

have been implemented in two phases, referred to as the preprocessing phase and intrusion detection phase. It is 

already known that the intrusion can be identified by IDS whereas this can be prevented efficiently using 

intrusion prevention system. The IDS can be classified into misuse and anomaly detection as discussed. Based 

on familiar vulnerabilities and patterns of intrusions maintained in a database, misuse detection recognizes the 

attacks. It checks with the prior information from recognized attack samples on the basis of present activities in 

order to recognize the intrusions in a network system.  

 On the other hand, if there is a new attack this method will not be able to alert the network system. (Wang 

et al., 2010) developed an anomaly detection system that builds a normal user’s behavior profile and discovers 

the intrusions according to the major divergences based on this normal profile. Though this technique can find 

the new types of attack, it suffers from having high false alarm rates while training in extremely dynamic 

environments. In addition, data gathering, data preprocessing and classification accuracy challenges need to be 

taken in to consideration when developing IDS. Here the classification is used to find the category labels of 

instances, which are in general described by a set of features in a dataset. 

 Various classification approaches have been implemented for the building of IDS such as Fuzzy logic 

introduced by (Abbes et al., 2004), Neural Networks implemented by (Chan et al., 2010), Support Vector 

Machines developed by (Tsang et al., 2007); (Wang et al., 2010) and Decision Tree introduced by (Dubey, 

2010). An important challenge faced during development of IDS is managing data that has large number of 

features. Seeing that data in high dimensional space can cause decrease the classification accuracy of the 

system. To overcome this difficulty, for high dimensional data, feature selection is necessitated as the 

preprocessing stage prior to resolving classification complications. The feature selection tries to decrease the 

number of extraneous and outmoded features. 

 The main contribution of this work is developing an anomaly network intrusion detection system based on 

Principal Component Analysis and Genetic Algorithm feature selection process and applying modified artificial 

bee colony (mABC) to optimize the Multiple Correlation based Kernel Extreme Learning Machine 

(MCKELM). The efficiency of the proposed network IDS is estimated through accomplishing several 

experiments on the input data set called ADFA dataset. The evaluation results show that the proposed method 

increases the accuracy and speeds up the detection time. The remaining part of this paper is organized as 

follows: Section 2 presents a background of the used methods; Section 3 describes feature selection method and 

the proposed mABC- MCKELM IDS system. Section 4 gives the implementation results and analysis. Finally, 

Section 5 contains the conclusion. 

 

Related work: 

 In securing computer systems, IDS are mainly considered as an important structure used to defend and 

monitor attacks and intrusions. This Intrusion detection system dynamically monitors and analyzes functional 

aspects and working in a system and ascertains the measure of their rightness as discussed by (Debar, 1999). 

Usually, intrusion detection systems are categorized into three types based on whether an intrusion detection 

system observes a network, a host, or both specifically in relation to network intrusion detection systems (NIDS) 

as described by (Dhruba and Pels, 2005), host intrusion detection systems (HIDS), or distributed intrusion 

detection systems (DIDS). Further IDS has been classified as two types based on the detection approach such as 

misuse and anomaly. 

 The intrusions are recognized by matching collected data with a pre-specified set of attack patterns or by 

developing a set of defined rules in misuse based on intrusion detection systems as discussed by (Aleksandar et 

al., 2005). It is only suitable for known intrusions when no intrusions exist, however for the new intrusion the 

problem arises with this system. However, this system generates very low false positives. (Denning, 1987) 

proposed anomaly detection scheme to overcome the problem of unknown intrusions. This system recognizes 

the intrusions by monitoring and analyzing variations from anticipated behavior in the captured data. The data is 

recognized as anomalous if that particular variation exceeds a certain threshold. This anomaly detection 

approach can detect the unknown intrusions however defining what initiates typical behavior and atypical 

behavior still continues to be a major challenge. Furthermore the anomaly approach has a high false positive rate 

as discussed by (García, 2008). (Li, 2004) developed genetic algorithm based IDS to recognize anomalous 

network behaviors, which is applicable for both temporal and spatial network connection statistics in order to 

obtain a better performance.  

 (Forrest and Perrelason, 1994) utilized a rough set algorithm and improved genetic algorithm to enhance the 

feature selection. (Crosbie and Spafford, 1995) used genetic algorithms and multi-agent technique for network 

anomaly detection. Bridges and (Vaughn, 2000) proposed a combination of genetic algorithms and fuzzy data 

mining techniques for network intrusion detection. (Chittur, 2001) proposed a genetic algorithm based model for 
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intrusion detection that broadly has a low false alarm rate. Castro and (Zubin, 2002) developed hybrid algorithm 

in order to attain optimization of intrusion detection using correlation based feature selection (CFS), and 

employed the SVM and genetic algorithms. (Gome and Hougen, 2005) utilized log file, the method monitors 

activities in an off-line mode to enhance the classification rules of the genetic algorithm.  

 (Xiao et al., 2005) implemented genetic algorithm to improve intrusion detection over information theory. 

(Goyal and Kumar, 2008) also implemented a Genetic algorithm that obtains the false positive rate as low as 

0.2%. Here, Genetic algorithm has been utilized as a classifier of Smurf attack labels in the training data set. 

(Abdullah et al., 2009) utilized genetic algorithms based intrusion detection for attaining classification rules. 

(Ojugo et al., 2012) implemented rule-based intrusion detection by utilizing genetic algorithms. With regards to 

recent research work, (Liu et al., 2007) proposed PCA based classification and neural networks that are utilized 

for online computing. Here, 22 principal components are selected as feature subset selection to improve the 

performance. However, there are chances of missing important features having sensitive information during the 

selection step period.  

 (Horng et al., 2010) recognized the vital features based on the accuracy and false positive rate of the 

approach with and without the features or the feature selection of is “leave-one-out” which refers to removing 

one feature from the original dataset, if any of the ones described cases occur, experiment needs to be restarted 

all over again, thereafter which new results may be matched with the original result. Depending on the previous 

results the feature can be significant or insignificant. Because, the KDD-cup99 dataset is used with 41 features, 

the experiment must be conducted 41 times again to determine whether the feature is essential or not. This 

approach is highly complex at the same time costs also increase for the large dataset. (Tong et al., 2009) 

proposed an important approach called the radial basis function (RBF) network as a real-time pattern 

classification on KDD-cup dataset and here the Elman network is utilized to restore the memory of past actions. 

This approach increases training and cost of testing on the system. 

 (Zargar and Kabiri, 2010) employed the PCA method to find an optimal feature set. An adaptive feature set 

used to make an effective decision building system also helps in minimizing the population of the feature set. 

Through the feature reduction the training and testing process of the attack identification system becomes faster. 

However, this will compromise the training efficiency when the PCA component features are less, even the 

accuracy of the results when the PCA component features are relatively large. (Kim et al., 2005) employed the 

fusions of Genetic Algorithm (GA) and Support Vector Machines (SVM) for detection models by achieving 

optimized features and parameters. This method can increase the detection rates and minimize number of 

features; however features consistency is a major problem. The features are not reliable in original form; hence 

these should be transformed in the new feature space to enhance the approach.  

 

Proposed methodology: 

 This section describes the proposed methodologies. The proposed model contains different stages; dataset 

used for experiments and preprocessing of the dataset, feature transformation and optimal feature subset 

selection and classification algorithm.  

 

Dataset Used For Experiments: 

 In this experiment ADFA dataset has been used as an input to the IDS. Due to its consistency and content 

richness, the dataset is chosen to estimate the results with the existing approach of the intrusion detection 

mechanism. For advance estimation of the proposed algorithm, ADFA is developed with the use of operating 

system and update attacks. This dataset contains 833 normal traces for training the IDS, 4373 normal traces for 

testing the IDS with 60 various types of attack sets wherein each contact has multiple traces.  

 

Dataset Pre-Processing For Experiments: 

 In this section, the pre-processing is done first on the raw dataset based on reduction technique using PCA; 

subsequently it can then be preceded by the classifier. There are three ways the preprocessing is carried out on 

the raw dataset (i) Removal of symbolic values, (ii) Feature transformation using PCA to select the Principal 

component features, (iii) Using GA obtaining the optimal features from the PCA results. 

 

Feature Transformation and Organization: 

 In the second step of pre-processing, feature transformation is performed using PCA on the pre-processed 

data set. PCA is widely used for data reduction other than that here it is utilized for feature transformation into 

principal components feature space and it will then be prearranged in descending order. As a result PCA reduces 

dimension of the dataset. It is used to recognize the patterns in data in a manner that the similarities and 

differences can be highlighted. PCA is used here to transform the input vectors of the dataset to the new search 

space to find the principal component features. Then again, selection of number of principle components is done 

using the Genetic Algorithm. Feature transformation and organization based on PCA algorithm is represented as 

follows: 
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Input: 𝑥 =  𝑥1 , 𝑥2 … . 𝑥𝑀 𝐌 − Maximum number of features 

1. Find mean 𝑥 =
1

𝑀
 𝑥𝑖
𝑀
𝑖=1  

2. Calculate deviation ← mean Φ𝑖 =  𝑥1 − 𝑥   

3. Find Covariance matrix (A) ∕∕ A is (N × M)matrix→ 𝛷𝑖 𝑖 = 1…𝑀 ∕∕ through 𝐶 =
1

𝑀
 𝛷𝑁
𝑀
𝑁=1 𝛷𝑁 ≡ 𝐴𝐴𝑇  

4. Compute eigenvalue (𝐶) as 𝐶:⋋1>⋋2 … .⋋𝑁 

5. Compute eigenvector (𝐶) as 𝐶: 𝜇1 > 𝜇2 … . 𝜇𝑁  ∕∕ C is symmetric form a basis, (i.e. any vector x or 𝑥1 −
𝑥 actually , can be written as a linear combination of the eigenvectors): 𝑥1 − 𝑥 = 𝑏1𝜇1 + 𝑏2𝜇2 … . +𝑏𝑁𝜇𝑁 =
 𝑏𝑖𝜇𝑖
𝑁
𝑖=1  ∕∕ 

6. Arrange (⋋𝑖 , 𝜇𝑁) ∕∕ descending order ∕∕ 𝑝𝑐1 > 𝑝𝑐2 …… > 𝑝𝑐𝑙  ∕∕ l is the transformed number of features ∕∕ 

 

Feature Subset Selection: 

 In third step of pre-processing stage, the genetic algorithm (GA) is then applied for features subset selection 

from principal components search space in order to choose the optimal features. This is a most promising 

technique, which positively impacts performance of IDS. (Ahmad 2012) stimulated the GA through biological 

methods of duplication. The GA performs recursively on a population of structures wherein each produces a 

candidate solution to the problem. In this work, the initial population was chosen randomly, each entity 

inexactly contained the same number of 0s and 1s.  

 The population size and generations used in GA in all experiments were approximately 5000 and 100 

respectively. On the whole, the GA congregated in less than hundred generations which has been discussed by 

(Ahmad, 2011). After the initial population generation, the three genetic operators that are executed are namely; 

selection, crossover, and mutation. The genetic search is a recursive function, in each iteration or generation, 

evaluation, selection, and recombination of strings in the population is executed until it reaches the termination 

conditions. Here the fitness functions evaluate the fitness f (x) of each chromosome x in the population.  

Step 1: generate initial population.  

// The chromosomes are selected randomly from principal components// 

Step 2: Evaluate the population using fitness 

Step 3: Check the termination condition 

i. If condition is satisfied than select best individuals 

ii. Else go to step 2 (selection crossover mutation) 

Step 4: Find subset of genetic principal components 

Step 5: Select feature subset 

 Each chromosome was evaluated according to the fitness function to determine the suitable candidate 

solution. The chromosome selection depends on its fitness corresponding to other chromosomes in the 

population. As a result, the chromosome with high fitness value is chosen and the remaining is removed from 

the search space. From the current population generations the specific chromosomes are selected for the next 

generation population using selective operators. The selective operators may be either as roulette, tournament, 

top percent, best and random. Here Tournament used roulette selection N times to generate subset of tournament 

chromosomes. In this subset, the best chromosome is chosen as selected chromosome.  

 With that an additional selective pressure becomes functional over the plain roulette selection in the 

selection method. There is an alternative that specifies selection based on fitness or on rank. As determined by 

the lowest expenditure of the training stage the finest chromosome is chosen. Considering the best cost is the 

same if there are two or more chromosomes then randomly the best one is selected. Likewise, at the selection 

stage a chromosome with top N percentage among the population is randomly chosen in the top percent. This 

type of selection method generates a better performance result than the other. Let us take a population size N 

and their respective offspring, then the size of the population becomes double, after that the top best 10 percent 

individuals are chosen from the combined parent-offspring population. The flowchart of GA algorithm is shown 

in Fig.1.  

 Selected chromosome may experience crossover and mutation before getting into the next generation’s 

population. Basically, there are three crossovers namely one-point crossover, two-point crossover, and uniform 

crossover. The parent chromosomes are divided at a common point selected randomly and the resulting sub-

chromosomes are exchanged in one-point-chromosome. The chromosomes are thought of as rings with the first 

and last gene attached, in the two-point crossover.  

 At this point, the rings are partitioned into two common points selected randomly and resulting sub-rings 

are exchanged. In uniform crossover, each gene of the offspring is chosen randomly from the corresponding 

genes of the parents. In this work, one-point crossover is used which simple and straight forward. In this 

experiment, the crossover probability is 0.9. Here, crossover implemented possesses a high range and permits 

information sharing among them. The main goal of this is to conserve the fittest individuals that do not possess 

any imitation of new values. Conversely, mutation is a low probability operator that finds a particular bit to 

reproduce the misplaced genetic substance.  
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 This modifies one or more gene values in a chromosome from its initial state that leads to completely new 

gene significances being inserted in to the gene collection. The genetic algorithm can produce better solutions 

with these new gene values than other algorithms. Since it is used to preserve the population from being 

inactive, mutation is a vital part of the genetic search at any local optima. During evolution only it occurs based 

on the defined probability range (should be fairly low).  

 The search will turn into a primitive random search, if the probability is set too high as discussed by (Horng 

et al., 2011). Here the mutation probability is set to the value of 0.01. Thus the crossover and mutation produces 

new solutions for searching, however the GA does not assure a global optimum solution. But, they have a 

tendency to search through very large search spaces working fast and producing nearly optimal solution. The 

main goal using GA as feature subset selection method is to produce optimal features to achieve better 

performance.  

 

 
 

Fig. 1: GA algorithm flow 

 

Modified Artificial Bee Colony algorithm: 

 In an actual bee colony there are particular tasks that are specifically assigned and carried out by specialists 

or a set of individuals. What specialist bees do is they actually maximize the amount of nectar that can be stored 

in the hive by efficiently dividing tasks, labor, techniques and organization. The ABC algorithm or Artificial 

Bee Colony algorithm that had been suggested by (Karaboga, 2005) in lieu of real-parameter optimization is a 

recent optimization algorithm that has been introduced, replicates foraging bee colony behavior. This particular 

minimal model pertinent to the honey bee colony and the respective swarm-intelligent forage range which 

Artificial Bee Colony algorithm replicates has basically three types of bees: those that are employed, the 

onlooker type and the scout bees.  

 In the bee colony almost half are the employed type and half the onlooker type of bees. The employed bees 

in particular are assigned the task to maximize exploitation of the sources of nectar that are available beforehand 

and thereafter which information regarding the quality of these food sources and particular sites that has been 

secured during the exploitation process needs to passed on to the onlooker type of bees.  

 The Onlooker types of bees stay in the hive and select the source of food that needs to be exploited on the 

basis of the information that was given by the employed type of bees. After this the scout bees search the 

surrounding environment in a random manner so that new sources of food may be determined depending on 

either two aspects, the first one being internal motivational factors or other external indications.  

 Let examine the optimization hard problem as given below: min f(x) , Xi = (x1, x2,… xn ) ∈ Rn  Where x 

domains of variables described by means of their lower and upper bounds: lbi < xi < 𝑢bi . The iteration method 

obtained to discover global optimal solution of certain hard problem through modifying the ABC algorithm 

(mABC) that advances the speed of convergence when compared to ABC algorithm by concerning random 

precision. As like as ABC algorithm, the location of a food source indicates a possible outcomes to the 

optimization hard problem and the nectar quantity of a food source is referring the quality (fitness) of the 



93                                                    Dr. Prasanna Moorthy V and ArunKumar S,2014 

Advances in Natural and Applied Sciences, 8(19) Special 2014, Pages: 88-99 

connected solution in mABC. The extent of solutions in the population is the same to the onlooker bees which 

are the sum of the employed bees in beehive.  

 On the initial process, an arbitrarily dispersed initial population P of n solutions produced by the MABC 

based on the food source positions where n designates the size of population in beehive. Here, each solution 

xi , (i = 1,2…n) is represented as a D-dimensional vector, where D is the quantity of optimization parameters 

used to produce the results. Here further considered two restrictions to ABC algorithm. Foremost one is 

restriction for altering initial space that comprises solution to attain small size distance considering global 

optimal solution as probable and another one is restriction for convergence state concerning random precision. 

Features of MABC algorithm are given as follows: 

mABC Algorithm 

Step 1: Initialize the population of optimal solutionXi = (x1, x2,… xn) ∈ Rn , Let Xn  signifies the ith  food 

source in the population and generated by xij = xmin j + rand 0,1  xmax j − xmin j , j = 1,2,… , n 

Step 2: Make initial employed bee colony solutions through greedy randomized approach 

Step 3: Each employed bee is going for a food source in their space and decides a neighbor source, after that 

appraises its nectar amount and dances in the hive (evaluate fitness value for each bee). 

Step 4: I=0 (number of iteration) 

Step 5: Repeat, Until N=Employed Bee  

Step 6: N=0 

Step 7: Do again, Until I=MaxCycles 

Step 8: Each onlooker observes the dance of employed bees and desires one of their sources conditional on the 

dances, and in that case moves to source. Subsequent to selecting a neighbor around that, will appraise its nectar 

amount.  

Step 9: For each bee engaged, put back initial lower(lb) and upper(ub) bounds to earlier bounds to optimal 

solution as feasible as subsequent: 

Step 10: If the values of optimization problem in the best food source in iteration i and i+1(1 < 𝑖 <<
𝑀𝑎𝑥𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛) catch close mutually,  

Step 11: After that, by replacing initial lower (lb) and upper (ub) bounds of sources to smaller sizes and closer to 

optimal solution as probable as following,  

if  Cycle ≥ 2 and GlobalMins ≥ lastGlobalMins  , 

GlobalMins = last GlobalMins, 
lb = lb − abs 0.5 − rand , ub = ub + abs 0.5 − rand , if lb < 𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑙𝑏 , 
lb = initial lb; if ub > 𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑢𝑏 , ub = initial ub, 
Hence, domain of search will be lesser and so convergence speed of mABC method will be sooner. Preceding 

limitation assurances that convergence's domain will not be beaten.  

Step 12: i = i + 1 
Step 13: N=N+1 

Step 14: Discarded food sources are verified and are returned with new food sources determined by scouts. The 

best food source create thus far is recorded. 

Step 15: Make sure how much these food sources are near to best food source with random precision, 

Step 16: If GlobalMins(k + 1) − GlobalMins(k) ≤ 1 ∙ e−t  

Step 17: In that case,GlobalMin =  GlobalMins Cycle ,  
1 ≤ k ≤ Maxcycles, ε = 1 ∙ e−t , t ≫ 1 

Step 18: UNTIL (requirements are met  

Step 19: Display GlobalMin is values (best value of sources).  

 A randomly distributed initial population (initial ran optimal solution) is produced with the use of ABC 

algorithm. Next to that the population is undergone to do the iteration process of the search procedures of the 

employed, onlooker and scout bees in that order, consequently of this step discover the best feasible onlooker 

again restore with paramount result. Initial bound intervals of the parameters which are associated to optimized 

was condensed to small size as possible with k and k+1 cycles (1 < 𝑘 << MaxCycles) throughout the search 

processes, because the ABC algorithm is one of the convergence iterative method. Regarding convergence the 

optimal solution discovered by increasing lower and diminishing upper bounds  lbj , ubj  that include the 

parameter xj  which is defined as follows: 

temp1 = ub, temp2 = lb, ub1j =
Gp  k,j +ub j

2
 and lb1j =

Gp  k,j +lb j

2
      (1) 

 Where Gp  is the Global parameters of (k, j) and it is the finest solution in Cycle k, ubj
1, lbj

1 are the lower 

bound and upper bound of xj  correspondingly. 

lb1j ≤ Gp k, j ≤ ub1j  

Gp i, j = xj , j = 1,2… , n (1 < 𝑘 << MaxCycles)    

ub = max ub1 ,lb = max lb1 , it is clear that lb ≤ lb1j ≤ ub1j ≤ uj .      (2) 
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if temp1 = ub then ub = ub − abs 0.5 − rand , if temp2 = lb then lb = lb + abs 0.5 − rand , consequently 

if the solution in cycle k (1 ≪ k ≤ MaxCycles) has been close to global optimal solution and convince to 

convergence condition with random precision as follows: f  k+1  x − f k (x) ≤ and  ub − lb ≤ ε2. Initial 

bounds of the parameters that is concern optimized will be condensed to lesser size as possible and global 

optimal solution discovered and finally algorithm terminates.  

 

Multiple Correlations based Kernel Extreme Learning Machine (MCKELM): 

 In this part, a multiple kernel extension for the kernel extreme learning machine projected to structure 

recovered kernel tuning and diverse data source incorporation. To achieve this goal multiple correlation based 

kernel extreme learning machine (MCKELM) algorithm proposed through l1 − norm constraint on the base 

kernel permutation weights. Specified samples  xi , ti : i = 1,2… . N; xi ∈ RP , ti ∈ Rq , where x is the feature 

vector and t is the class label vector, with incorporating the base kernel combination weights into ELM, and 

imposing an l1 − norm and non-negative constraint on the base kernel weights, the objective function obtained 

of the proposed MCKELM with correlation matrix as follows, 

min
γ

max
β,ξ

1

2
 ββ

T 
F

2
+

C

2
  ξ

i
 

F

2
N

i=1

 

 s. t. β
T∅ xi; γ = ti − ξ

i
,∀i  γ

p
m
p=1 = 1, γ

p
> 0,∀p            (3) 

 Where, T are the number of i training samples and classes, and C is a regularization parameter which 

tradeoff the norm of output weights and training errors. || · || is the Frobenius norm, γ
p
base kernel combination 

coefficients and γ is the kernel combination weight,  

β =  β
1

,… β
m
 ∈ ℝ ∅1 ∙  +⋯+ ∅m  ∙  × T, β

p
∈ ℝ ∅p  ∙  ×T∀p = 1, . . m is the p-th component corresponding to the 

p-th base kernel. Remember that ξ ∈ ℝT×N  is the training error matrix on training data, 

ξ
i

=  ξ
1i

, ξ
2i
… . ξ

Ti
 

T
(1 ≤ i ≤ N) is the i-th column of ξ. The same as observed in Eq. (3) optimizes the 

structural parameter of KELM and the kernel combination coefficients mutually. Objective function using 

Augmented Lagrangian method solved in Eq. (3) as follows. 

min
γ

max
β,ξ

1

2
 ββ

T 
F

2
+

C

2
  ξ

i
 

F

2
N

i=1

 

s. t. β ∅p
T
 xi 

m
p=1 = ti − ξ

i
,∀i  γ

p
m
p=1 = 1, γ

p
> 0,∀p         (4) 

Whereβ =  γ
p
β

T
, β =  β 

1
,… β 

m
 , p = (1,…m) Eq.(4) can be rewritten as follows: 

min
γ

max
β,ξ
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2
 β β 
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+
C

2
  ξ

i
 

F

2
N

i=1

 

s. t. β ∅p
T
 xi 

m
p=1 = ti − ξ

i
,∀i  γ

p
m
p=1 = 1, γ

p
> 0,∀p         (5) 

 It is not dificult to validate that Eq. (5) is a joint-convex optimization problem and its Lagrangian function 

is 

L p , ξ, γ =
1

2
 

 β β 
T
 

F

2

γ
p

m

p=1

+
C

2
  ξ

i
 

F

2
N

i=1

− 

  αij   β ∅p
T
 xi 

m
p=1 − tik + ξ

ik
 n

i=1
T
k=1 + τ   γ

p
− 1m

p=1       (6) 

 Where α ∈ ℝT×N  and τ are the Lagrange multipliers. In Eq.(6), the non-negative constraints omitted on 

γ
p

 (p = 1,··· , m), because the newly updated kernel combination weights are routinely reserved non-negative at 

each iteration, while will be confirmed afterward. 

We can have the Fritz John optimality conditions of Eq. (6) as follows, 

`L p , ξ, γ =
1

2
 

 β β 
T
 

F

2

γ
p

m

p=1

+
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2
  ξ

i
 

F

2
N

i=1

−  αij   β ∅p
T
 xi 

m

p=1

− tik + ξ
ik
 

n

i=1

T

k=1

 

+τ   γ
p
− 1m

p=1  = 0,∀p γ
p
≥ 0,            (7) 

 Which can be rewritten into a matrix form as shown in Eq.(8)  

 K xi , xj; γ +
I

C
 α = tT      (8) 

 Where, K xi , xj; γ = ∅ xi; γ T∅ xi; γ =  γ
p

m
p=1 Kp xi , xj . t =  y1,… yN ∈ ℝ

T×N  is referred as the label 

matrix. From Eq. (8), α is corresponds to the structural parameter of ELM, can be acquired by 
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α =
1

 K xi ,xj ;γ +
I

C
 

× tT       (9) 

 Then, updating of the kernel combination coefficients efficiently show as follows. Through calculating the 

derivative of Eq. (6) concerning γ
p

 (p = 1,··· , m) and let it die out, the new kernel combination weights γ′ are 

obtained and updated by 

γ
p
′ =

 β β 
T
 

F

  β β 
T
 

F
m
p =1

,∀p   (10) 

 β β 
T
 

F
= γ

p   αik , αjs
N
i,j=1

T
s,k=1 Kp (xi , xj)   (11) 

 Where, p-th kernel combination weight in the preceding iteration. While observed from Eq. (10) and (11), 

the recently updated γ
p
′ (p =  1,··· , m) are kept non-negative at each iteration that routinely satisfies the non-

negative constraint. The overall optimization algorithm for solving sparse MKELM is presented as follows: 

Input:  Kp ∀p = 1,…m, tandC 

Output: α and γ 

Initialize γ = γ0 and k=0 

Repeat 

Compute K xi , xj; γ =  γp
k Kp

m
p=1  

Update αt  using α =
1

 K xi ,xj ;γ +
I

C
 

× tT  

Update γk+1 by using γp
′ =

 β β T 
F

  β β T 
F

m
p =1

,∀p 

K=k+1 

Until max  γk+1 − γk  ≤ 1e − 4 

 The New Method Based on mABC-MCKELM--Hence to sum up, a more efficient network intrusion 

detection method that has been proposed is as below:  

Step 1: This step comprises of using a preprocessing step so that the intrusion data set may be formatted as a 

standard one. 

Step 2: PCA or principal component analysis is used to fuse data so that the feature vector may be acquired. 

PCA is basically deployed so that subset of features may be determined on the basis of the feature reduction 

concept. 

Step 3: Genetic principal components also referred to as selected principal components structure the very basis 

of the feature subsets. To facilitate feature selection GA is utilized to explore PCA space. As a result the feature 

set thus attained from the process is then further shown to the respective classifier. 

Step 4: The next step involves training MCKELM through feature vectors, and neuron number optimization of 

the one hidden through the deployment of the customized ABC.  

Step 5: This step involves testing mABC-MCKELM detection model performance. In figure 2, the proposed 

mABC-MCKELM intrusion detection process workflow block is shown. 

Step 6:  

 

 
 

Fig. 2: mABC-MCKELM intrusion detection Approach. 
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Experimental results: 

 In this section, to present a modern viewpoint for performance evaluation, the ADFA-LD was utilized. This 

dataset uses a fully patched as host OS of Ubuntu Linux 11.04 installation. To present for web based attacks, 

Apache Version 2.2.17 running PHP Version 5.3.5 were loaded, with TikiWiki Version 8.1 installed to provide 

a web application attack vector during the known weakness. A realistic modern target with small security flaws 

can be exploited through this configuration that incrementally to give a full system negotiation. 

 The ADFA-LD comprises of 833 normal traces for training the IDS, 4373 normal traces for evaluating IDS 

and 60 different attack sets, each consisting of multiple traces that are shown in Table 1. Each IDS method was 

trained with the same set of normal traces, with false alarm rates intended by then processing a separate set of 

normal traces and determining the number of alerts. The attack traces were then classified, with detection rate 

determined from the number of alerts occurring from this evaluation. 

 
Table 1: ADFA-LD Dataset 

Training Set 

Number of training traces 833 

Validation Set 

Number of attacks 20 

Number of normal traces 1000 

Testing Set 

Number of attacks 40 

Number of normal traces 3373 

 

 Here, the MCKELM is utilized to recognize the intrusions. Firstly, 833 samples were used to train the 

MCKELM, and the remainders were used to test. In the training, ABC was implemented to optimize the 

parameter of KELM. The intrusion detection results are shown in Table 2. The proposed mABC-MCKELM 

method was compared with the ABC-KELM. Table 2 shows the false positive results. It can be noticed in Table 

3 that by the PCA analysis, the intrusion detection correction is increased at least by 5.4% and the false positive 

rate is decreased at least by 3.4%. It also can be seen in the table 2 and 3 that the intrusion detection correction 

will not increase with the increase of the principal components.  

 

 
 

Fig. 3: Detection Rate Comparison. 

 

 Fig.3 shows the comparison result of the detection rate between existing GA-ABC-KELM method to 

proposed PCA-mABC-MCKELM method. From the figure it is obvious that the detection rate of the proposed 

method is higher than the existing method. The reason is that the convergence rate of the proposed mABC is 

high which is significantly improving the detection rate of the proposed method.  

 
Table 2: Detection Rate Comparison. 

Number Of Features PCA-mABC-MCKELM 

(%) 

GA-ABC-KELM 

(%) 

150 88.9 85.6 

300 89.6 86.7 

450 90.4 87.8 

600 91.9 88.8 

750 93.8 89.5 

900 95.6 90.2 
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 Hence, the analysis results suggest that the PCA with GA analysis can efficiently enhance the intrusion 

detection rate and the intrusion detection performance of the proposed mABC-KELM model is acceptable. In 

Table 4, one can be noticed that the both the intrusion detection accuracy and training speed of the proposed 

mABC-MCKELM method is among the best. The ABC optimization processing can extensively advance the 

intrusion detection accuracy. As a result, the comparison results prove that the proposed mABC-MCKELM can 

detect the network intrusion efficiently and its performance is superior to its rivals. 

 

 
 

Fig. 4: False Positive Rate Comparison. 

 

 Fig.4 shows the comparison result of the false positive rate between existing GA-ABC-KELM method to 

proposed PCA-mABC-MCKELM method. From the figure it is obvious that the false positive rate of the 

proposed method is lower than the existing method. The reason is that the performance of mABC is very good 

in terms of the local and the global optimization which is significantly reducing the false positive rate of the 

proposed method.  

 
Table 3: False Positive Rate Comparison. 

Number Of Features PCA-mABC-MCKELM 

(%) 

GA-ABC-KELM 

(%) 

150 4.3 5.6 

300 5.6 6.7 

450 7.6 8.4 

600 8.9 9.5 

750 9.2 10.6 

900 9.8 12.4 

 

 
 

Fig. 5: Training Time Comparison. 
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 Fig.5 represents the comparison result of computation time between existing GA-ABC-KELM method to 

proposed PCA-mABC-MCKELM method. From the figure it is obvious that the computation time of the 

proposed method is lower than the existing method. The reason is that the proposed MCKELM need of only a 

matrix inverse operation which is significantly reduces the computation time of the proposed method.  

 
Table 4: Training Time Comparison. 

Number Of Features PCA-mABC-MCKELM 

(s) 

GA-ABC-KELM 

(s) 

150 0.006 0.007 

300 0.008 0.009 

450 0.009 0.01 

600 0.011 0.012 

750 0.012 0.013 

900 0.013 0.014 

 

Conclusion: 

 The research conducted is based on the proposed performance enhancement model to facilitate the intrusion 

detection system on the basis of the most advantageous feature subset selection by deploying various genetic 

principal components. The feature selection obtained thus is an outcome of the techniques used in PCA and GA. 

These features subsets that have been selected are then presented to the customized ABC optimized KELM. The 

specialty and innovativeness of the nature of this task is encapsulated in both developmental and implementation 

aspects of PCA and mABC-MCKELM specifically in the intrusion detection at the very first instance. There 

have been various experimental evaluation and tests that have been conducted to determine the exactness and 

performance of the proposed methodology. Results from the proposed ABC-KELM method experimental tests 

have shown almost satisfactorily and successful intrusion detection performance. Furthermore, in comparison to 

GA-ABC-KELM, the proposed PCA-mABC-MCKELM method performance is far more superior to others 

with respect to factors such as detection accuracy as well as training speed. Hence we can summarize that the 

proposed PCA-mABC-MCKELM method does indicate potentially capable applications in the area of intrusion 

detection. 
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